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Project Plan:
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Project Name:
Budget Remote Access VPN & NAS

Project Goal:
In the modern business environment, many employees are traveling or working from
home. To compensate for this, many companies offer a VPN service, where employees can
access a company's private network over the internet. This offers a secure method of accessing
this information through an encrypted tunnel. The VPN service also allows remote management
of networking devices, functionality of applications off-site, and the ability to work remotely
without sacrificing the integrity of the network. In a smaller business, the budget for this project
will be a lower figure, which may present a problem.

Project Description:
In order to present a simple, cheaper solution to the problem above, a network will be
designed for remote access. With the use of open-source firmware, providing the main functions
of the network is still possible, without spending a fortune. This project will consist of a network
with a router, a Cisco switch, an old laptop running a Ubuntu server, and a Raspberry Pi running
an OpenVPN server. This solution is for a smaller business with a basic network setup already in
place. By adding a Raspberry Pi and making it the VPN server, it solves the issue of remote
access, without adding more stress on the router. Running a VPN server from the router of the
network would be the first solution, but it also eats away at the CPU.
In this lab, a simple network will be set up with a router connected to an ISP, with the
ability to act as an access point for wireless devices. The Netgear router will be connected to a
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Cisco switch with two aggregated links for trunking. A PC, with a Ubuntu machine running
Samba will be connected through a wired Ethernet connection. The server will be placed into a
separate VLAN to segment the traffic. A Raspberry Pi running OpenVPN will be connected
wirelessly to the router, using the 2.4 GHz signal. The basic functions of the router have already
been configured before the semester started. This includes, DHCP, wireless capabilities, and
DNS functions. After the VPN and NAS servers have been configured, port forwarding will be
configured to the servers and a separate gateway will be added for the new VLAN. A trunk link
will also be placed between the switch and router and configured with link aggregation.

Location of Work:
1. Home
2. Remote Network

Necessary Equipment:
1. Raspberry Pi 3 Model B
a. Raspbian Lite
b. Used to run an OpenVPN server
2. Netgear R6400 Router
a. DD-WRT firmware
b. Used to route traffic towards the VPN and Linux servers
3. Cisco 2960G Series Switch
a. Used to create VLAN database
4. Ubuntu Server (NAS)
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a. Stores files on the network
b. Used to test connectivity throughout the network
5. Laptop
a. Windows 10 operating system
b. Used to test connectivity off-site, through the VPN
c. Tracks interfaces with Wireshark
d. Creates a backup on the NAS remotely
Network Diagram:

Specific Objectives:
1. Research
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a. Raspbian operating system
b. PiVPN (OpenVPN) configuration
c. Ubuntu NAS configuration
d. DD-WRT port forwarding
e. Windows backup to network server
2. Physical Setup
a. Connect the router to the modem, leading to the ISP
b. Connect Raspberry Pi to the router wirelessly
c. Connect the NAS to the switch
3. VPN Server Configuration
a. Install Raspbian operating system
b. Configure PiVPN
c. Assign a static IP address
d. Use a dynamic DNS service to assign a DNS to the Pi (do to ISPs changing your
public IP address frequently)
e. Select UDP protocol for faster speeds
4. Ubuntu Server Configuration
a. Install Ubuntu OS on the system
b. Assign a static IP address (in VLAN 10 subnet)
c. Install Samba
d. Configure the NAS
i.

Folders (Admin, Finance, Sales)

ii.

Files (Backups in “Admin”)
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e. Configure appropriate account permissions
i.

Admin account (can view and edit all)

ii.

Finance account (can view and edit only “Finance” folder)

iii.

Sales account (can view and edit only “Sales” folder)

5. Switch Configuration (Removed due to error)
a. SSH configuration
b. Port security configuration
c. VLAN 10 configuration
d. Trunk/access ports
e. STP and Portfast configuration
6. Router Configuration
a. Install DD-WRT operating system (pre-installed)
b. Link aggregation to switch
c. VLAN gateway
d. Static IP for VPN server
e. Static IP for Ubuntu server
f. Configure port forwarding for VPN and Ubuntu servers
7. Testing
a. Copy over VPN files onto a USB drive
b. Download OpenVPN on windows laptop
c. Import the connection file
d. Connect remote device to external network
e. Start Wireshark
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f. Visit a non-secure web page while tracking the interface
i.

In the details, there should be readable text

g. Connect to home network using VPN tunnel
h. Visit a non-secure web page while tracking the interface
i.

In the details, there should not be readable text where there was before

i. Access the NAS by IP to browse the folders
j. Make a backup of the Windows PC in the “Backup” folder within the “Admin”
folder with the computer name attached to the file

Applied Knowledge:
The knowledge needed to complete this project combines all of the CCNA/CCNP courses
taken this far, starting with the need for proper port security on the layer 2 switch. More
CCNA/CCNP knowledge used will be to configure the VLAN, SSH, STP, and trunk/access
ports. Security knowledge will also be used in testing the connection to the VPN server to ensure
the tunnel is completely encrypted by using Wireshark. Lastly, Linux knowledge will be used to
set up the Ubuntu server and Samba file sharing, although it will expand beyond the coursework.
A challenge presents itself while using a Raspberry Pi to create a VPN connection into
the network. Another challenge comes with using Cisco best practices on a non-Cisco device, the
Netgear R6400 router. The security practices learned in the Cisco classes at Akron will need
translated into the DD-WRT firmware and applied correctly. The knowledge will also have to
expand beyond the realm of the coursework when configuring and securing the VPN connection,
something not practiced in any classes. Lastly, knowledge of Windows backups to a network
drive will be needed while testing the connection to the internal network.
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Time Estimates:
Objective

Time(in hours)

Research

30

Physical Setup

5

VPN(Pi) Server Configuration

10

Ubuntu Server Configuration

10

Switch Configuration

5

Router Configuration

5

Testing

15

Documentation

30
Total:

110
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Analysis:
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As the project began, configuration of the switch and router was first up on the list of
devices because, this handles the VLAN for the servers, establishes the link aggregation, and
connects the devices to the internet using their own subnet. The router configuration went
smoothly, and at first, it seemed like the switch configuration would be able to allow them to
communicate. However, this is where the error occurred, where the router was trying to
communicate with the switch, but no communication could be established. The configurations
were reset on both devices, troubleshooting went on for hours and days, but inevitably the Cisco
2960G Switch had to be removed from the project. The issue seems to steam from the older IOS
on the Cisco device, as this is the only logical reasoning and no more time could be dedicated
towards troubleshooting the issue. The project still needed to be finished on time and the only
way to do that was to use the router to provide the access VLANs. The upgraded topology can be
seen in the figure below:
**Updated Topology
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Although the topology needed to change due to the error, all of the new ideas are still
intact. In fact, it provided a need for more research in using a Linux router and using it like a
layer 3 switch, where it can handle routing abilities and a VLAN database. Configuring the Cisco
device has been done in all the CCNA/CCNP courses, so there wasn’t anything new in that topic,
so removing the switch was beneficial in more than one way. The main purposes of this project
were to experiment with Linux devices, since it was not completely covered in networking
courses, and to do this as cheaply as possible for all the small businesses out there who have a
tighter budget. The total cost can be found in the figure below:
Element

Cost

Raspberry Pi (model 3 B+)

$55

Netgear Router

$0

DD-WRT Firmware (router)

$0

Raspbian Operating System (PiVPN)

$0

Cables

$11

Laptop (Ubuntu Server)

$0

Ubuntu Server Operating System

$0

USB Drives (transferring files and

$7

installing software)
microSD card (PiVPN OS)

$8

Cisco 2960G Switch

$0

Total Cost

$81
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The rest of the project, following the removal of the switch, went smoothly and the
network was able to be tested successfully. The whole network worked correctly including the
authentication for both servers, encryption over the VPN connection, and port forwarding on the
router. This project is proven to be beneficial for a small business looking to use their current
infrastructure to allow remote access for all employees. Remote access would be relevant in
today’s current society, with the COVID-19 forcing many employees to work from home to
protect themselves and their loved ones. Every small to medium sized business could utilize this
method as necessary, given the current circumstances. A chart for estimated versus actual time
spent on this project can be seen in the figure below:
Objective

Estimated Time
(in hours)

Actual Time
(in hours)

Research

30

31

Physical Setup

5

5

VPN(Pi) Server Configuration

10

10

Ubuntu Server Configuration

10

10

Switch Configuration (+troubleshooting)

5

14

Router Configuration (+troubleshooting

5

14

Testing

15

16

Documentation

30

25

110

125

Total:
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Project Presentation:

17

18

19

20

21

22

23

24

25

Project Description:
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Research
1) Raspbian: Download and install operating system and DDNS feature
a) https://www.raspberrypi.org/documentation/installation/installing-images/
b) https://www.raspberrypi.org/downloads/noobs/
c) https://www.noIP.com/
2) PiVPN Configuration: Install the PiVPN feature and configure it with the best
performance possible
a) https://PiVPN.io/
b) https://blog.entrostat.com/openvpn-vs-wireguard-network-performance-tests/
3) Ubuntu NAS Configuration: Operating system, configuring Samba, and adding users to
have access to only certain directories on the local network
a) https://ubuntu.com/tutorials/tutorial-install-ubuntu-server-1604#1-overview
b) https://ubuntu.com/tutorials/install-and-configure-samba#1-overview
c) https://ubuntu.com/download/server
d) https://rufus.ie/
4) DD-WRT Port Forwarding: How to configure the router to forward the data to the VPN
server that comes in on a certain port
a) https://wiki.ddwrt.com/wiki/index.php/VLAN_Detached_Networks_(Separate_Networks_With_
Internet)
b) https://wiki.dd-wrt.com/wiki/index.php/Port_Forwarding
5) Testing: Client download, checking the public IP address, and testing the encryption
using Wireshark
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a) https://openvpn.net/community-downloads/
b) https://tunnelblick.net/downloads.html
c) https://www.IPchicken.com/
d) https://www.wireshark.org/download.html
e) http://testing-ground.scraping.pro/login
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Physical Setup
1) Connect the router to the modem, leading to the ISP
2) Connect the Cisco Switch to the Netgear Router
a) Connect the FastEthernet 0/3 interface on the switch to the Ethernet 3 port on the
router
b) Connect the FastEthernet 0/4 interface on the switch to the Ethernet 4 port on the
router
3) Connect the laptop running the NAS Server to the Cisco Switch
a) Connect the laptop Ethernet port to the FastEthernet 0/10 port on the switch

4) Connect the Raspberry Pi with an HDMI cable to a monitor and connect a USB mouse
and keyboard
5) Turn on all the devices to ensure no authentication method is configured and the
operating system is functioning properly
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Router Configuration
1) Connect to the router through a web browser and type “https://(default gateway IP
address)” in the URL
2) Enter the correct username and password to access the router’s configuration pages

3) Under the setup tab, click on VLANs and under the ports 3 and 4 columns, check the box
to enable those interfaces
4) Check the boxes to allow ports 3 and 4 to use VLAN 10 and select “Trunk” for the option
of the link aggregation category
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5) Implement these settings by clicking the “save” and then “apply changes” buttons at the
bottom of the screen
6) Under the “Networking” tab in Setup, scroll to the “Port Setup” and set the bridge
assignment for VLAN 10 to unbridged
7) Enter a DNS server for the VLAN, an IP address local to the router, and a subnet mask
for the network
8) Under “DHCPD,” select VLAN 10 and turn on the additional server for the trunked ports
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Switch Configuration
1) Connect to the blank switch with a laptop using a console cable
2) Open Putty and enter the correct serial line, found in device manager

3) Enter global configuration mode and configure a hostname using the “hostname ___”
command
4) Configure a domain name using the “IP domain-name ____” command in global
configuration mode
5) Configure the virtual terminal lines 0-15 by entering the command “line vty 0 15” in
global configuration mode
6) Set the timeout value, authentication retries, username and encrypted password, and
generate the crypto key values using the configurations found in the following figure:
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7) Create each VLAN (10, 99) by using the “VLAN #” command

8) Turn on all the interfaces being used (FastEthernet 0/2, 0/3, and 0/10) by issuing the “no
shutdown” command in the interface configuration
9) Configure FastEthernet 0/10 as an access port for VLAN 10 and enable portfast

10) Configure FastEthernet ports 0/2 and 0/3 as trunk ports and allowing VLAN 10 over the
trunk link to the switch

34

a) Using the “channel-group #” command, place them in port-channel 1 mode
active, which will allow it to automatically connect to the router, since LACP is
open standard
11) Place all other interfaces into VLAN 99, otherwise known as the black hole VLAN and
make them access ports

12) Error while testing connection to the Netgear router. Troubleshooting followed, but
ultimately the switch was removed from the project
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Post Error Physical Setup
1) Disconnect all the cables plugged into the switch ports
2) Plug the cable connected to the Raspberry Pi into Ethernet port 3 on the router and the
cable connected to the laptop to be the NAS server into Ethernet port 4
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Post Error Router Configuration
1) The trunk option under the setup tab was changed to the no option, making ports 3 and 4
access VLAN 10 ports
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Ubuntu Server Configuration
1) Insert a USB drive to run the Ubuntu operating system on to the host computer
2) Navigate to https://ubuntu.com/download/server and find the latest Ubuntu Server LTS
download

3) Click the “Download” button and wait for the download to finish
4) Go to https://rufus.ie/ and download the application for the correct operating system
being used

5) Run the setup for the Rufus program and start the application
6) Ensure the correct drive is selected in the “Device” category
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7) Click the “Select” button and double click the ISO file downloaded from the Ubuntu
website
8) Leave the rest of the options at the defaults and click the “Start” button to start burning
the ISO image to the flash drive

9) Once the process is completed, remove the drive and close the program
10) Plug this device into the old laptop being used as the NAS server and boot from the USB
drive by entering the boot menu and selecting it to be the first boot device as shown
below:
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11) When the system boots, select a language, keyboard layout, and set the IP address
statically, as shown in the figure below: (changed to 192.168.10.10)

12) Ensure the hard drive is empty of any important files and select to use the entire disk for
the install
13) Accept the partition changes and enter an admin name, server name, username, and
password as pictured below:
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14) Once the installation to the hard drive has completed, reboot the laptop from the hard
drive to test the previous steps
15) Enter the correct username and password and ping an inside and outside IP address to
ensure connectivity
16) Update the system using the “sudo apt-get update” and the “sudo apt-get upgrade”
commands (use the -y option to automatically allow all the updates and upgrades)
17) Install Samba File share using the “sudo apt-get install samba” command and enter “y”
when the install option pops up to allow the install
18) Add users to the server by using the “sudo adduser username” command as shown in the
figure below:
a) admin (all), chrisjones (sales), and johnwoods (finance)
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19) Create the same users and passwords to the Samba File Share by entering the “sudo
smbpasswd -a username” command

20) Create the folders by using the “sudo mkdir folder” command. Create one for Admin,
Finance, and Sales as shown below:

21) Allow the local admin account on the server to have all access to all folders (directories),
by using the command, “sudo chmod 777 folder” (This will allow full permissions, but
only to users who have access to the folder)
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22) Edit file permissions in the Samba file using the “sudo nano /etc/samba/smb.conf”
command
23) At the bottom of the file, add the folder names in brackets, set the path, make it
browsable, turn off the read only permissions, and set the valid users as shown in the
figure below:

24) Before testing the connection, restart the machine by utilizing the “sudo reboot”
command
25) Issue the “cat /sys/class/net/enp1s0/address” command to show the MAC address, which
will be needed later when configuring the router for static IP addresses
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VPN Server Configuration
1) Plug in a microSD car to the host computer using a USB or SD card adapter
2) Go to https://www.raspberrypi.org/downloads/noobs/ and select the desired operating
system for downloading
a) Select the “Download ZIP” option and wait for the download to complete

3) Once the download has completed, open the zip folder to reveal the compressed files
using 7-ZIP or any other unzipping program
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4) Copy all the files present over to the empty microSD card using File Explorer on a
Windows PC or Finder using MacOS
5) Once the files have copied, remove the card from the computer
6) Insert the microSD card into the Raspberry Pi and plug the device into power, HDMI
display, keyboard, and mouse
7) When the device loads up, a screen will appear asking what operating system it should
install
8) Select “Raspbian” and install
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9) When the install is finished, select “OK” and the system will reboot to the desktop
10) Select a language, keyboard layout, and set a new default password for the user “pi” as
shown in the figure below:

11) Since a wired connection will be set up, skip the WIFI settings window, and skip the
update section to do it manually later
12) Choose to restart later and then open a terminal window
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13) Type the “sudo apt-get update” and the “sudo apt-get upgrade” commands to update the
system (allow upgrades when applicable)
14) Once completed, restart the system manually

15) Open the network preferences by right clicking on the WIFI icon at the top of the desktop
16) Set a static IP address for the “eth0” interface as shown below:

17) Navigate to https://PiVPN.io/ and find the command to configure the PiVPN. Type or
copy and paste this command into the terminal:
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18) Confirm the static IP address configured in the previous steps is shown as the server’s IP
19) Select the default user as the user account and select OpenVPN as the desired program
20) Choosing between UDP and TCP, refer to the speed tests found at:
https://blog.entrostat.com/openvpn-vs-wireguard-network-performance-tests/
21) Select UDP as the protocol, and continue to assign the port on which the PiVPN will run
as shown below:
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22) Configure the port for the OpenVPN packets, this will be important later when
configuring port forwarding on the DD-WRT router

23) When it prompts for either using the current public IP leased from the ISP or a public
DNS, the public DNS option will need to be selected and this will need set up with a
third-party source

24) Navigate to https://www.noIP.com/ and sign up for an account, choosing to create a
hostname later
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25) Once completed, select “Dynamic DNS” for the dashboard screen on the left side

26) Create a hostname and configure it accordingly, then type the newly created DNS name
into the PiVPN

27) Select “Yes” to configure a the encryption method used by the VPN server and configure
256-bit as shown below:
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28) Allow automatic upgrades to the server in order to make them seamless and not require
manual daily updates
29) Once configuration is completed, select the option to reboot the device and save all
changes
30) Add a user to the VPN to simulate someone new to the company by using the “pivpn -a”
command
a) Use the employee’s names from the NAS server to get a full experience of testing
compatibility (admin, johnwoods (finance), and chrisjones (sales))
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31) Once created, insert a blank USB drive and open two “File Manager” windows, one for
where the new files are located and the other for the USB
32) Highlight and drag the files into the USB drive folder, eject the USB device

33) Eject the USB drive, which will be used later on in the testing stage
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Post Server Router Configuration
1) Under “Services,” set the mac address and static IP address of the servers to ensure the
DHCP server won’t assign those addresses to another device

2) Under “Setup” and “DDNS,” configure the new public DNS name from no-IP.com using
the login created and the hostname as shown in the figure below:
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3) Under “NAT/QoS” and “Port Forwarding,” set up the port to be forwarded from the
PiVPN setup as shown below:
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Testing Documentation:
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1) Connect to an external network
a) This could be a restaurants free WIFI, a friend’s house, or cellular data network
2) Download the OpenVPN application (or Tunnelblick on MacOS) from the following
websites respectively: https://openvpn.net/community-downloads/
https://tunnelblick.net/downloads.html
3) Download the correct version for the laptop or computer being used and install the
software
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4) Open the installed application and import the file from the USB drive set up earlier with
the configuration files

5) Navigate to https://www.IPchicken.com/ and note the IP address and name address it lists
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6) Click on the application again and connect to the VPN server using the correct credentials
7) Test the account set up for Chris Jones in Sales first as shown below:
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8) A notification will pop up in the bottom right hand corner showing the new IP address if
successful

9) Navigate back to https://www.IPchicken.com/ and note the IP address and name address
it lists. Compare it back to the original test
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10) Enter the File Explorer application, go to “This PC,” “Computer,” and then “Map
Network Drive”
11) Enter “\\server IP\folder name” into the folder line and enter the username and password
under the credentials
a) Try to connect to the finance folder first, this should be unsuccessful as shown in
the figure below:
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12) Connect to the sales folder using Chris’ credentials
a) This should be successful and will look like the figure below:
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13) Disconnect from the network folder and disconnect from the VPN connection
14) Test the account set up for John Woods in Finance next as shown below:

15) Connect to the finance folder using John’s credentials
a) This should be successful and will look like the figure below:
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16) Disconnect from the network folder and disconnect from the VPN connection
17) Test the account set up for the administrator as shown below:
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18) Connect to the admin folder (or any folder) using the Administrator’s credentials
a) This should be successful and will look like the figure below:

19) Navigate to https://www.wireshark.org/download.html and download the correct version
of Wireshark for the computer being used and install it when the download is complete
20) Disconnect from the VPN to be reestablished on the local network
21) Navigate to http://testing-ground.scraping.pro/login which will show clear text logins
when tracked by Wireshark
a) The username and password should be read in clear text as shown in the figure
below:
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22) Reconnect using the admin account to the VPN server
a) Test the site again and this time, the information should all be encrypted using
OpenVPN as shown in the figure below:

23) Reconnect the admin folder if it was disconnected in the previous steps
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24) Go to “settings,” “update & security,” and “backup”

25) Click on “Go To Backup & Restore,” “Back Up Now,” and “Save on a Network”
26) Type the entire path to the destination folder and the credentials needed to save it there as
show in the figure below:
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27) Choose the folders to back up to the location and start the update
28) Once completed, check the backups folder in the admin network drive and the update
should be in the folder as show in the figure:
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Weekly Journals:
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Week 1:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 2/17/2020 - 2/23/2020

Date

Start/End Time

Summary Description

Hours
Spent

2/18/2020 10 AM - 2 PM

Researched PiVPN setup and what systems it
supports; After it was found that PiVPN can run
both OpenVPN and Wireguard, further research
followed

4

2/21/2020 10 AM - 3 PM

Purchased Equipment (Cables, SD card (Raspbian
OS), Raspberry Pi 3 Model B)

5
Total
Hours:
9

Journal Details:
2/18/2020-2/21/2020
•

Began research on PiVPN setup, to be prepared ahead of time
o

Documented the official PiVPN website
https://PiVPN.io/

o

Documented a blog post on performance of OpenVPN and Wireguard
https://blog.entrostat.com/openvpn-vs-wireguard-network-performance-tests/

2/21/2020
•

Searched for the best price on a Raspberry Pi 3 Model B

70
•

Researched what else I will need for the Raspbian Lite installation

•

Finalized sale of equipment
o

Other equipment (Cisco 2960G switch) borrowed from my local high school,
completely cleared and tested
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Week 2:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 2/24/2020 - 3/1/2020

Date

Start/End
Time

Summary Description

Hours
Spent

2/28/2020 2 PM - 6 PM Assembled the switch, router, and laptop running the
NAS server into place

4

2/29/2020 2 PM - 3 PM Assembled the Raspberry Pi running the PiVPN
server and wired it to a monitor, keyboard, and mouse

1
Total
Hours:
5

Journal Details:
2/28/2020-2/29/2020
•

Physically set up the network
o

Connected the FastEthernet 0/3 interface on the switch to the Ethernet 3 port on
the router

o

Connected the FastEthernet 0/4 interface on the switch to the Ethernet 4 port on
the router

o

Connected the laptop running the Ubuntu server to the FastEthernet 0/10 port on
the switch

o

Built the Raspberry Pi and wired it up to a monitor using an HDMI cable
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o

Connected a USB mouse and keyboard to the Raspberry Pi

o

Documented pictures of the setup and ports used

o

Powered on all the devices to ensure they work correctly and aren’t locked with
any usernames/passwords
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Week 3:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 3/2/2020 - 3/8/2020

Date

Start/End
Time

Summary Description

Hours
Spent

3/3/2020 10 AM - 4 PM

Downloaded software needed for each device

6

3/6/2020 10 AM - 2 PM

Started up the NAS server and the PiVPN to test out
the software and ensure everything operates properly

4
Total
Hours:
10

Journal Details:
3/3/2020-3/6/2020
•

Installed Raspbian Lite on the microSD card

•

Installed Ubuntu Server onto a USB 2.0 flash drive to run the NAS

•

Once software was installed, the NAS and PiVPN were loaded and tested for basic
operability

•

All steps and sources were properly documented
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Week 4:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 3/9/2020 - 3/15/2020

Date

Start/End Time

3/14/2020 6 PM - 11 PM

Summary Description

Hours Spent

Configured some of the switch and router

5
Total Hours:
5

Journal Details:
3/14/2020
•

Configured a hostname on the Cisco switch

•

Configured link aggregation and VLAN on the router and placed the two ports running
from the switch to the router into the new VLAN

•

Had to troubleshoot a problem of losing the WAN IP address from the ISP

•

Documented all the steps correctly
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Week 5:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 3/16/2020 - 3/22/2020

Date

Start/End
Time

Summary Description

Hours
Spent

3/20/2020 10 AM - 2 PM

Researched how to create a separate VLAN and
DHCP

4

3/21/2020 7 PM - 11 PM

Solved the router issue and reconfigured the router
correctly

4
Total
Hours:
8

Journal Details:
3/20/2020
•

Researched how to create a separate VLAN and DHCP pool using the DD-WRT
firmware without entering commands in the CLI
o

There is a bug in this firmware that will produce an error code when entering
commands manually as opposed to using the GUI

o

https://wiki.ddwrt.com/wiki/index.php/VLAN_Detached_Networks_(Separate_Networks_With_
Internet)

3/21/2020
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•

After troubleshooting an issue last week with the router not receiving an external IP from
Spectrum, it was determined the router needed to be reset

•

Reconfigured the link aggregation and VLAN on the router

•

Configured a DHCPD on the router for VLAN 10 to separate IP address leasing

•

Configured the local IP for the trunk link on the router for a separate default gateway

•

Documented all the steps correctly
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Week 6:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 3/23/2020 - 4/5/2020

Date

Start/End Time

Summary Description

Hours
Spent

3/25/2020 12:30 PM - 8:30 PM

Configured the switch for trunking and
processing the VLAN; Started troubleshooting
an error in the trunking link

8

3/28/2020 10 AM - 4 PM

Troubleshooting an error in the trunking link
(research & previous knowledge)

6

4/1/2020

4 PM - 9 PM

Troubleshooting an error in the trunking link
(research & previous knowledge)

5

4/5/2020

1 PM - 6 PM

Configuration of the NAS was implemented

5
Total
Hours:
24

Journal Details:
3/25/2020 - 4/1/2020
•

Finished the correct configuration on the switch

•

Discovered that the router and switch would not communicate over the trunk links to
relay DHCP requests or any information; Also, the devices would not form a neighbor
relationship, although all other aspects of the links matched
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o

This was documented in the analysis section and the topology was changed to
remove the switch

•

After days of research, the switch was eliminated and the router will now be used to
create the access VLAN 10 for the servers

4/5/2020
•

Installed Ubuntu from the USB drive to the hard drive of the laptop and configuration of
the server was performed

•

Documentation was done for these steps and screenshots were taken to be entered later

•

A laptop was used to test the connection to the NAS server and the results were
successful
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Week 7:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 4/6/2020 - 4/12/2020

Date
4/9/2020

Start/End Time
1 PM - 6 PM

4/12/2020 1:30 PM - 10:30 PM

Summary Description

Hours Spent

Configured the VPN server on the
raspberry pi

5

Testing the connections

9
Total
Hours:
14

Journal Details:
4/9/2020
•

Fully configured the VPN server on the Raspberry Pi using the Raspbian operating
system

4/12/2020
•

Tested the connection to the VPN server using all accounts

•

Tested the connection to the NAS server by adding the network drive on the laptop used
for testing

•

Tested the encryption on the VPN server by utilizing Wireshark

•

Sent a backup to the NAS server remotely using the admin account to connect the VPN
server and the admin directory on the Ubuntu machine
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•

Started documentation on the testing of the network
o

All VPN logins

o

All NAS server logins

o

Wireshark encryption test

o

Backup of laptop over VPN connection to NAS server
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Week 8:
2440 490-001
Spring 2020
Instructor: Dr. Shirong Du

Name: Dylan Simmons
Week from 4/13/2020 - 4/19/2020

Date

Start/End
Time

Summary Description

Hours
Spent

4/16/2020 11 AM - 8 PM

Take screenshots for testing documentation;
Documentation

9

4/17/2020 2 PM - 5 PM

Documentation

3

4/17/2020 10 PM - 12
PM

Documentation

2

4/18/2020 12 PM - 3 PM

Documentation; PowerPoint

3
Total
Hours:
17

Journal Details:
4/16/2020-4/17/2020
•

Retook screenshots for the testing category of the documentation
o

•

Worked on the documentation of the project
o

•

Had them saved on a computer and all the files got corrupted

Reorganizing the sections to be more reader friendly

Finished documentation to turn it into the dropbox on 4/19/2020

4/18/2020
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•

Created PowerPoint presentation for the live WebEx presentation

•

Finished table of contents and final work log
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